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Abstract: Water stress is creating unprecedented tensions between freshwater users, with inter-connected risks. Freshwater, the 
"blue gold", is becoming an attractive target for criminals, but the attention of Law Enforcement Agencies and 
criminologists on water within environmental crimes is only recent. Crimes against water remain difficult to assess, 
detect and prosecute, because legislations and policies on freshwater vary from Country to Country, data are 
inconsistent and not standardised, water-related crimes are often recoded under other offences – like fraud, corruption, 
theft, forgery/counterfeiting of documents, terrorism, or other crimes against heath or the environment. Offences 
range from water pilfering to tampering, from corruption in water services to cyber or terrorist attacks to water 
physical and digital infrastructures. The probability and impact of these threats can be high, but need to be assessed to 
develop effective countermeasures. Unlike any other known crime, water crimes are aggravated through their 
additional cost and impact on the environment and cost to future generations. Being part of a wider study, this paper 
provides the definitions of water crimes and water related crimes, and a tentative inventory of different offences 
against water, based on case studies collected in five European Countries, and on UNODC International Classification 
of Crime for Statistical Purposes (ICCS).  
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1. INTRODUCTION  

1.1 Water stress 

Water stress occurs when the demand for water exceeds the available amount during a certain 
period or when poor quality restricts its use. Water stress causes deterioration of freshwater 
resources in terms of quantity (aquifer over-exploitation, dry rivers, etc.) and quality 
(eutrophication, organic matter pollution, saline intrusion, etc.). 

The assumption concerning secure supply of freshwater for the planet – even only for Europe – 
is false. Water covers more than 70% of the planet, but 97% is salted and held in the oceans, 2% is 
freshwater locked in snow and ice (e.g. glaciers), leaving less than 1% accessible for human 
requirements, distributed unequally. 

Only 9 countries share 60% of the total amount of freshwater, while 873 million people lack 
access to safe drinking water (United Nations, 2012). By the year 2025, 1.8 billion people will live 
in places and under conditions in which water is “scarce" (see e.g. Johns, 2010; Arsenault, 2012; 
Ciampi, 2013). The global consumption of water is doubling every 20 years, more than twice the 
rate of human population growth; within the next three decades, demand for water from agriculture 
could increase by 50%, and for urban uses by between 50% and 70%; by 2035, the energy sector is 
projected to consume 85% more water (World Bank, 2014). These increased strains will create 
unprecedented conflicts between different water uses, and inter-connected risks between them 
(World Bank, 2016). 

1.2 Risk and threats 

The progressive reduction in the quantity and quality of freshwater have major consequences for 
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health, business success and security; the harms and risks to water supply are associated with 
multiple causes that include economic growth, global warming, but also crime. The reduced 
availability of freshwater, the tensions in trans-boundary basins, the strategic relevance for public 
safety and State security, widespread corruption and corporate interests, unequal distribution of 
resources, and large scale investments in highly corrupted Countries, are drivers for criminal 
opportunities. Freshwater is becoming a “hot product” attractive for criminals (Clarke, 1999), 
potentially exposed to illicit interests of individuals, companies, terrorists and organized crime. 
Both physical and logical water management infrastructures are exposed to cyber and traditional 
terrorist threat (Europol, 2014; ENISA, 2014). 

Nevertheless, crimes against water remain difficult to assess, detect and prosecute, especially 
because legislations and policies on freshwater vary from Country to Country; data are inconsistent 
or not comparable, water crimes are often recoded under other offences – like fraud, corruption, 
theft, forgery/counterfeiting of documents, terrorism, or other crimes against heath or the 
environment; and academic and law enforcement interest in water crime issues (White, 2003; 
Bricknell, 2010; Brisman et al., 2016) is very recent. 

The paper is divided as follows: after a general introduction (§ 1) about the importance of water 
and the growing illicit interests on it, showing the urgent need to consider the nature, dynamics and 
impacts of water crimes, the paper focuses on the environmental crimes (§ 2), with a focus on the 
water sector (§ 3). Chapter § 4 relies on some considerations about the targets and the contribution 
of the Water Crimes Project to this emerging crime that is presently under-researched. 

2. ENVIRONMENTAL CRIMES 

2.1 Defining environmental crimes 

There is no precise definition of environmental crimes. UNODC International Classification of 
Crime for Statistical Purposes (ICCS) defines crime as: “the punishable contravention or violation 
of the limits on human behaviour as imposed by national criminal legislation”, but an act against 
the environment can be criminalized under very different legal provisions in different countries, or 
may be considered a criminal offence in one country but not in another.  

The EU Directive 99/2008 on the protection of the environment through criminal law 
acknowledges the rise in environmental offences, but it “obliges Member States to provide for 
criminal penalties in their national legislation in respect of serious infringements of [a list of] 
provisions of Community law on the protection of the environment”. Member States shall 
criminalise at least 9 conducts that influence the environment, namely causing (or likely to cause) 
“death or serious injury to any person or substantial damage to the quality of air, the quality of soil 
or the quality of water, or to animals or plants”, and only “when unlawful and committed 
intentionally or with at least serious negligence” (art 3). 

In general terms, “Environmental crime” is often understood to describe illegal activities 
harming the environment and aimed at benefitting individuals or groups or companies from the 
exploitation of, damage to, trade or theft of natural resources, including serious crimes and 
transnational organized crime (UNEP/INTERPOL, 2016). 

2.2 Types and scale of environmental crimes 

For years, five areas have been considered of major importance about environmental crime: 
illegal trade in wildlife; illegal logging and its associated timber trade; illegal, unreported and 
unregulated fishing; illegal trade in controlled chemicals (including ozone-depleting substances) 



European Water 60 (2017)    375 

and illegal disposal of hazardous waste (INTERPOL, 2012); references about "water" were missing. 
More recently, new types of environmental crime have been considered, no longer restricted to 

iconic wildlife and rare wood species alone: a recent report of UNEP/INTERPOL (2016) points out 
that the term "environmental crime" covers not only the illegal trade in wildlife (Europol, 2013), but 
also forestry, illegal logging (UNICRI, 2014) and fishery crimes, illegal dumping of waste 
including chemicals, smuggling of ozone depleting substances, surface water pollution (Eurojust, 
2014) and illegal mining (UNEP/INTERPOL, 2014). 

Second only to the trade in drugs and weapons, environmental crime is considered the largest 
illegal business in the world (UNEP/INTERPOL, 2016). INTERPOL estimates that global wildlife 
crime is worth billions of dollars a year; the World Bank states that illegal logging costs developing 
countries $15 billion in lost revenue and taxes. In the mid-1990s around 38,000 tons of CFCs were 
traded illegally every year – equivalent to 20 per cent of global trade in CFCs and worth $500 
million; and in 2006 up to 14,000 tons of CFCs were smuggled into developing countries (EIA, 
2008). No data are available on water crimes. 

2.3 Causes and consequences of environmental crimes 

The root causes of environmental crimes vary greatly: they are primarily the low risks and high 
profits in a permissive environment because of poor governance and widespread corruption, 
minimal budgets to police, prosecution and courts, inadequate institutional support, political 
interference and low employee morale, minimal respect to local communities. The situation is 
especially critical on support to prosecution and courts/the judiciary in many developing countries. 

Unlike any other known crime, environmental crimes are aggravated through their additional 
cost and impact on the environment and cost to future generations. Deforestation, dumping of 
chemicals and illegal fisheries causes loss of ecosystem services such as clean air and clean water, 
extreme weather mitigation, food security and even health and wellbeing. They also deprive 
governments of much-needed revenues and undermine legal businesses. An additional by-product 
of environmental crime is that it undermines peace. The UN Security Council has recognized the 
serious threat to security posed by environmental crime, with UN reports pointing to armed groups 
and potentially even terrorists sustained through the spoils of this rising criminal industry. 

Environmental crime has become one of the world’s most profitable organised criminal activities 
and has a significant impact not only on the environment, but on society and the economy in 
general, and that it has been identified as an emerging threat in the Serious and Organised Crime 
Threat Assessment (SOCTA) 2014-2017 (EU Council, 2016). 

Some of the consequences of environmental crime are irreversible. The economic, environmental 
and health impacts of illegal trade can be sufficiently important to disrupt whole economies and 
ecosystems, undermining legal and environmentally sustainable activities and reducing future 
options for the use of resources. There can be spill over effects, with indirect consequences. For 
instance, in fragile states illegal trade can undermine the rule of law and can fuel armed conflict. 
Any serious attempt to tackle illegal trade in environmental goods would benefit from a systematic 
evaluation of the impacts (OECD, 2012). 

Moreover, environmental crimes are a catalyst for corruption (EIA, 2008): in the same way that 
criminals perceive these crimes as an easy option, so individuals in corporate or official positions of 
authority and power view environmental crime as a chance to cash in. Examples of institutionalized 
corruption are: signing and forging import and export certificates; facilitating the transport of illicit 
goods and ‘turning a blind eye’. Far more serious, and yet just as common, is the complicit, long-
term involvement of individuals from the police, army, government and intergovernmental 
organizations. Furthermore, corruption may be preventing the true cost and extent of environmental 
crime from being properly assessed or effectively addressed. 
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3. ENVIRONMENTAL CRIMES 

3.1 A growing interest (and related issues) on water crimes 

In global terms, the topic of “crimes against water” is considered as an emerging global issue 
(INTERPOL, 2012) and "water management" as an emerging environmental crime (INTERPOL, 
2016), but several factors influence negatively the intelligence capacity, and data collection for 
systematic analysis of the phenomenon. The main cause is the absence of a common legal definition 
of “water crimes” and “water security”. A consequence is that – when reported to the police or 
public prosecutor office – water crimes are often recoded under other offences – like fraud, 
corruption, trafficking, falsification of documents, terrorism, with the only significant exception of 
pollution. The absence of a specific legal framework discharge the information about “water” in 
data collection mechanisms, hindering the capacity of a systematic analytical approach. 

To date, there is no idea about the number and the impact of offences against water. 
Another problem is that water may be either the environmental resource damaged by a crime 

(e.g. surface water pollution, or fraudulent water quality reporting); the object of a crime (e.g. water 
theft or corruption on the part of private companies related to the economic control/exploitation of 
water); or the means of the crime (e.g. intentional flooding or the deliberate poisoning of a water 
supply). 

This paper describes the research activity attempting to define water crimes and to classify all 
crimes related to freshwater (according to the EU Directive 60/2000). Researchers have applied 
some existing crime classification systems, to understand if they can identify and collect 
information on water crimes and, eventually, to understand how to overcome existing limits. 

Firstly, the UNODC ICC system has been tested. Water crimes and water related crimes might 
fall into the following ICCS Level 1 categories: 

10 (acts against the natural environment) 
1 (acts leading to death or intending to cause death) 
2 (acts leading to harm or intending to cause harm to the person) 
7 (acts involving fraud, deception or corruption) 
9 (acts against public safety and state security) 
5 (acts against property only) 
 
The main problem of using ICCS approach is that the information about “water” is lost in the 

data collection process, apart from category 10012: “acts that cause the pollution of degradation of 
water”, which includes “Water pollution is the direct or indirect introduction of substances or 
energy into a body of water, water utilities or marine environment (including estuaries), resulting in 
harm to living resources, hazards to human health, hindrances to marine activities including fishing, 
impairment of the quality of sea water and reduction of amenities. (Organisation for Economic 
Cooperation and Development. Marine Pollution. Web: http://stats.oecd.org/glossary 
/detail.asp?ID=1596)” (UNOCD, 2015). 

Information about the type of water (e.g. fresh water, marine water), the service stage involved 
(e.g. impoundment, treatment, abstraction), or the intended use (e.g. agricultural, for human 
consumption, recreational) are not accounted for into the ICCS system, even in the disaggregating 
variables about the event, the victim, the perpetrator or other data description/inclusion, making 
impossible to use ICCS as it is for analysing water crimes. 

The adoption of a universal working definition of “water crime” must include all and only the 
meaningful forms of offences against waterbodies, based on – but not necessarily limited to – the 
descriptions deriving from criminal law of different countries. For this paper, the following working 
definition will be used: 

WATER CRIME can be defined as any punishable contravention or violation of the limits on 
human behaviour as imposed by national criminal legislation, against surface, and ground water, or 
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against water services. Water crime definition includes also any intentional act that can potentially 
harm or damage the water. 

WATER RELATED CRIME can be defined as any punishable contravention or violation of the 
limits on human behaviour as imposed by national criminal legislation, which uses surface, and 
ground water, or water services, as a mean for committing other crimes. 

3.2 Types of water crimes 

Typical water crimes go from the pilfering of water from pipelines, to illegal waste management 
by a factory, up to marine pollution by oil spills (in a very inclusive definition of water crimes). In 
general, water crimes can reduce the freshwater through acts against water quantity, or quality, or 
its accessibility or availability. 

Water theft includes the illegal acquisition of natural water through pumping, impoundment or 
diversion of water from irrigation channels, river systems, dams or ground water courses, damaging 
or removing water meters and physically connecting to water distribution pipes as well as stealing 
aid tanks (The Global Initiative, 2014). More than this, elaborate smuggling of water with complex 
network chains and water mafias has recently emerged: smuggling modes vary and among others 
include the development of illegal pipelines, illegal truck deliveries as well as the co-optation of 
water regulators complicit in licensing fraud and broader government acquiescence to illegal water 
delivery. Illegally sourced and smuggled water is used for personal consumption, agriculture, 
industry, and sometimes for other illegal activities, such as the production of illegal narcotics. 

Other examples of different types of water crimes identified by the European Union (2016) 
include: river and marine pollution, manipulation of sampling methods to avoid treatment costs, 
fraud and illegal trafficking of water, terrorism and cyber threats to water management operations, 
illegal waste discharges from factories, and unauthorized consumption from the water network. 

Researchers have collected and analysed 86 relevant case studies from 4 European Countries 
(Italy, Spain, Slovenia and Hungary). The seven main water threats detected are: corruption, 
organised crime, and cyber-attack in the water sector, water pollution, water theft, water fraud, and 
water terrorism. 

3.3 Causes and consequences of water crimes 

Water security is weakened by gaps and loopholes in different legislations, and exposed to 
criminal activities by individuals, companies, and criminal groups. The “blue gold” (Barlow, 2001) 
has become in time an opportunity and a product for criminals, driven by perceptions of low risk 
and high profit, attracting the greater interest of organized crime groups (UNEP, 2012). 

There are many factors that can influence the risk, and the impact of water crimes. For instance: 
urbanization, population growth, environmental degradation, water pollution, climate change and 
increased living standards. As surface water depletes, there is increased pressure for ground water 
usage, which is more difficult to regulate for use, abuse, and theft (Felbab-Brown, 2015). Four main 
risk factors are the water price, the certainty of water availability, the demand of water, and the 
investments in the water sector. 

The cumulative impact of water crimes has the potential to jeopardize the sustainability of water 
resources. For example, over-extraction of coastal groundwater can have detrimental effects for 
terrestrial, freshwater and coastal marine ecosystems that rely on water flows through creeks and 
rivers (Poff and Zimmerman, 2010; Vörösmarty et al., 2010). 

Water contamination can be associated with depletion of underground and surface water sources, 
degradation of soil, contamination of surface and ground water through fertilizer / chemical or 
effluent run off from farm land, destruction of wildlife habitat, and reduction of biodiversity. 
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Recent weather events all around the planet have given rise to enhanced concerns about the 
impact and consequences of toxic chemicals and hazardous waste materials being swept up in flood 
waters and polluting freshwater systems. The storage of legacy mining waste, stockpiling of tires, 
repositories for chemical wastes and so on are indirectly implicated in water-related crime insofar as 
how this occurs may violate relevant regulatory regimes and thus contribute to greater harm than 
might normally be expected. 

3.4 Risk and threats on water crimes 

Water security is among the top global risks in terms of development impact (WEC, 2016), but 
remains a challenge for many countries today coping with complex water issues that cut across 
economic sectors (World Bank, 2016). 

Corruption plays a significant role in water smuggling: petty bribes to government officials and 
water suppliers are used to falsify meter readings, avoiding disconnections, and concealing illegal 
connections. The rising demand for water only serves to reinforce these corrupt practices and 
enforce a sense of discretionary power among officials, consequently weakening a country’s rule of 
law (The Global Initiative, 2014). 

Whereas the scope of corruption varies substantially across the sector and between different 
countries and governance systems, estimates by the World Bank (2016) suggest that 20% to 40% of 
water sector finances are being lost to dishonest and corrupt practices. 

Furthermore, both physical and logical water management infrastructures are exposed to cyber 
and traditional terrorist threat (Europol, 2014; Enisa, 2014). Recent terrorist events around the globe 
highlight that the possibilities of intentional poisoning of freshwater supply also need to be 
considered carefully and seriously as part of the water crimes. This involves not only analysis of 
broad counter-terrorism strategies, but examination of the geographical, social and economic 
contexts within which water supply (its quantity and quality) is managed and monitored. Finally, it 
should be considered the potential threat of water crimes to national and international security, 
financial wellbeing, and human health in a period witnessing rapid economic, social and 
environmental change. 

According to INTERPOL (2016) the international trend is similar in the areas of wildlife crime, 
illegal logging and timber trade, illegal fishing and the illegal trade in chemicals or hazardous 
wastes. 

Another risk factor is that in general, criminal penalties for environmental crimes are relatively 
light. Important offences risk being excluded from the categories of organized or serious crimes for 
which reinforced legal tools and law enforcement resources are usually provided (UNODC, 2015). 

4. CONCLUSIONS 

Water is one of the most basic human needs and is indispensable to almost all economic 
activities, including agriculture, energy production, industry, and mining (World Bank, 2013). 
Nowadays, water is under unprecedented pressure as growing populations and competing economic 
sectors demand more of it leaving insufficient water to meet human needs, as well as sustaining the 
environmental flows that keep our ecosystems healthy. Crime is emerging as one of the future 
threats to freshwater availability. 

Groundwater reserves are depleting in many places, leaving current and future generations with 
close to no buffer against increased climate variability, and, without effective regulation and 
suppression of water crimes, the sustainability, long-term viability, and inclusive and equitable use 
of water cannot easily be achieved (Felbab-Brown, 2015). To date, awareness, intelligence and 
studies on water security appear more focused on critical infrastructures, and more developed in 
other part of the world than in Europe, where this type of environmental crimes has never been 
systematically analysed. Water demand (and price) is expected to increase by 55% worldwide 
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between 2000 and 2050, bringing water very attractive for criminals and criminal organizations. In 
fighting environmental crimes, a strong regulatory regime and effective prevention mechanisms, 
including anti-corruption measures, may be just as important as criminal law tools. Environmental 
crime is a haven for corruption at all levels and unless corrupt officials are tackled efforts to combat 
environmental crime will be impeded - a fact that should be acknowledged within cross-cutting 
resolutions on environmental crime within the United Nations and within the UN Convention 
against Corruption (EIA, 2008), and this is particularly true for crimes against water. 

International criminal law conventions (or a single convention) could be conceived to have 
comparable obligations of criminalization and an extension of criminal jurisdictions ensuring that 
no safe havens remain for the offenders (ISSC, 2010). 

Based on this background, the research project “Water Crimes” has developed a tentative 
definition of water crimes and water related crimes, is building the first Inventory of water crimes, 
based on several case studies. The authors wish to thank the European Commission – Internal 
Security Fund for the support to the Water Crimes Project (2016-2017). 
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