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Abstract:  Water stress is creating unprecedented tensions between freshwater users, with inter-connected risks (World Bank, 
2016). Freshwater, the "blue gold", is becoming an attractive target for criminals, but the attention of Law 
Enforcement Agencies and criminologists on water within environmental crimes is only recent. Crimes against water 
remain difficult to assess, detect and prosecute, because legislations and policies on freshwater vary from Country to 
Country, data are inconsistent and not standardised, water-related crimes are often recoded under other offences – like 
fraud, corruption, theft, forgery/counterfeiting of documents, terrorism, or other crimes against heath or the 
environment. Offences range from water pilfering to tampering, from corruption in water services to cyber or terrorist 
attacks to water physical and digital infrastructures. The probability and impact of these threats can be high, but need 
to be assessed to develop effective countermeasures. Unlike any other known crime, water crimes are aggravated 
through their additional cost and impact on the environment and cost to future generations. Being part of a wider 
study, this paper provides the definitions of water crimes and water related crimes, and a tentative inventory of 
different offences against water, based on case studies collected in four European Countries, and on UNODC 
International Classification of Crime for Statistical Purposes (ICCS). 
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1. INTRODUCTION 

1.1 Water stress is increasing* 

The assumption concerning secure supply of freshwater for the planet – even only for Europe – 
is false. Water covers more than 70% of the planet, but 97% is salted and held in the oceans, 2% is 
freshwater locked in snow and ice (e.g. glaciers), leaving less than 1% accessible for human 
requirements, distributed unequally. 

Only 9 countries share 60% of the total amount of freshwater, while 873 million people lack 
access to safe drinking water (UNDP, 2011; UN, 2012). By the year 2025, 1.8 billion people will 
live in places and under conditions in which water is “scarce" (see e.g. Johns, 2010; Arsenault, 
2012; Ciampi, 2013). The global consumption of water is doubling every 20 years, more than twice 
the rate of human population growth; within the next three decades, demand for water from 
agriculture could increase by 50%, and for urban uses by between 50% and 70%; by 2035, the 
energy sector is projected to consume 85% more water (World Bank, 2013). These increased strains 
will create unprecedented conflicts between different water uses, and inter-connected risks between 
them (World Bank, 2016). 

                                                
 
* Water stress occurs when the demand for water exceeds the available amount during a certain period or when poor quality 

restricts its use. Water stress causes deterioration of freshwater resources in terms of quantity (aquifer over-exploitation, dry 
rivers, etc.) and quality (eutrophication, organic matter pollution, saline intrusion, etc.). 
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1.2 Emerging risk and threats against water 

The progressive reduction in the quantity and quality of freshwater have major consequences for 
health, business success and security; the harms and risks to water supply are associated with 
multiple causes that include economic growth, global warming, but also crime. The reduced 
availability of freshwater, the tensions in trans-boundary basins, the strategic relevance for public 
safety and State security, corporate crimes and the growing economic interests, unequal distribution 
of resources, and the large-scale investments in highly corrupted Countries (WIN, 2016; TI, 2017), 
are drivers for criminal opportunities. Freshwater is becoming a “hot product” attractive for 
criminals (Clarke, 1999), potentially exposed to illicit interests of individuals, companies, terrorists 
and organized crime. Both physical and logical water management infrastructures are exposed to 
cyber and traditional terrorist threat (ENISA, 2014). Water can be used as a weapon too (e.g. 
deliberate flooding, deliberate interruption of water service, poisoning, torture). 

Nevertheless, crimes against water remain difficult to assess, detect and prosecute, especially 
because: legislations and policies on freshwater vary from Country to Country; data are inconsistent 
or not comparable, water crimes are often recoded under other offences – like fraud, corruption, 
theft, forgery/counterfeiting of documents, terrorism, or other crimes against heath or the 
environment; and academic and law enforcement interest in water crime issues (White, 2009; 
Bricknell, 2010; Brisman et al., 2016) is very recent. 

2. ENVIRONMENTAL CRIMES 

2.1 Defining environmental crimes 

There is no international comprehensive definition of environmental crimes, but offences against 
water can be included into the category of environmental crimes. UNODC International 
Classification of Crime for Statistical Purposes (ICCS) (2015) defines crime as: “the punishable 
contravention or violation of the limits on human behaviour as imposed by national criminal 
legislation”, but an act against the environment can be criminalized under very different legal 
provisions in different countries, or may be considered a criminal offence in one country but not in 
another.  

The European Union (EU) Directive 99/2008 on the protection of the environment through 
criminal law acknowledges the rise in environmental offences, but it “obliges Member States to 
provide for criminal penalties in their national legislation in respect of serious infringements of a 
list of provisions of Community law on the protection of the environment”. Member States shall 
criminalise at least 9 conducts that influence the environment, namely causing (or likely to cause) 
“death or serious injury to any person or substantial damage to the quality of air, the quality of soil 
or the quality of water, or to animals or plants”, and only “when unlawful and committed 
intentionally or with at least serious negligence” (art. 3). 

In general terms, “environmental crime” is often understood to describe illegal activities harming 
the environment and aimed at benefitting individuals or groups or companies from the exploitation 
of, damage to, trade or theft of natural resources, including serious crimes and transnational 
organized crime (INTERPOL, 2016). 

The absence of a standard definition of the offences against the environment hamper the 
collection of information on these crimes, and consequently the possibility to develop analytical and 
intelligence activities. 

2.2 Types and scale of environmental crimes 

For years, five areas have been considered of major importance about environmental crime: 
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illegal trade in wildlife; illegal logging and its associated timber trade; illegal, unreported and 
unregulated fishing; illegal trade in controlled chemicals (including ozone-depleting substances) 
and illegal disposal of hazardous waste (INTERPOL, 2012); references about "water" were missing. 

More recently, new types of environmental crime have been considered, no longer restricted to 
iconic wildlife and rare wood species alone: a recent report of INTERPOL (2016) points out that the 
term "environmental crime" covers not only the illegal trade in wildlife, but also forestry, illegal 
logging (UNICRI, 2014) and fishery crimes, illegal dumping of waste including chemicals, 
smuggling of ozone depleting substances, surface water pollution and illegal mining (INTERPOL, 
2016). 

Second only to the trade in drugs and weapons, environmental crime is considered the largest 
illegal business in the world (INTERPOL, 2016). INTERPOL estimates that global wildlife crime is 
worth billions of dollars a year; the World Bank states that illegal logging costs developing 
countries $15 billion in lost revenue and taxes. In the mid-1990s around 38,000 tons of CFCs were 
traded illegally every year – equivalent to 20 per cent of global trade in CFCs and worth $500 
million; and in 2006 up to 14,000 tons of CFCs were smuggled into developing countries (EIA, 
2008). No data are available on water crimes. 

2.3 Causes and consequences of environmental crimes 

The root causes of environmental crimes vary greatly: they are primarily the low risks and high 
profits in a permissive environment because of poor governance and widespread corruption, 
minimal budgets to police, prosecution and courts, inadequate institutional support, political 
interference and low employee morale, minimal respect to local communities. The situation is 
especially critical on support to prosecution and courts in many developing countries. 

Unlike any other known crime, environmental crimes are aggravated through their additional 
cost and impact on the environment and cost to future generations. Deforestation, dumping of 
chemicals and illegal fisheries causes loss of ecosystem services such as clean air and clean water, 
extreme weather mitigation, food security and even health and well-being. They also deprive 
governments of much-needed revenues and undermine legal businesses. An additional by-product 
of environmental crime is that it undermines peace. The UN Security Council has recognized the 
serious threat to security posed by environmental crime, with UN reports pointing to armed groups 
and potentially even terrorists sustained through the spoils of this rising criminal industry. 

Environmental crime has become one of the world’s most profitable organised criminal activities 
and has a significant impact not only on the environment, but on society and the economy in 
general, and that it has been identified as an emerging threat in the Serious and Organised Crime 
Threat Assessment (SOCTA) 2014-2017 (EU Council, 2016). 

Some of the consequences of environmental crime are irreversible. The economic, environmental 
and health impacts of illegal trade can be sufficiently important to disrupt whole economies and 
ecosystems, undermining legal and environmentally sustainable activities and reducing future 
options for the use of resources. There can be spill over effects, with indirect consequences. For 
instance, in fragile states illegal trade can undermine the rule of law and can fuel armed conflict. 
Any serious attempt to tackle illegal trade in environmental goods would benefit from a systematic 
evaluation of the impacts (OECD, 2012). 

Moreover, environmental crimes are a catalyst for corruption (EIA, 2008): in the same way that 
criminals perceive these crimes as an easy option, so individuals in corporate or official positions of 
authority and power view environmental crime as a chance to cash in. Examples of institutionalized 
corruption are: signing and forging import and export certificates; facilitating the transport of illicit 
goods and ‘turning a blind eye’. Far more serious, and yet just as common, is the complicit, long-
term involvement of individuals from the police, army, government and intergovernmental 
organizations. Furthermore, corruption may be preventing the true cost and extent of environmental 
crime from being properly assessed or effectively addressed. 



16 L. Segato et al. 

3. WATER CRIMES STATE OF THE ART 

3.1 A growing interest (and related issues) on water crimes 

In global terms, the topic of “crimes against water” is considered as an emerging global issue 
(INTERPOL, 2012) and "water management" as an emerging environmental crime (INTERPOL, 
2016), but several factors influence negatively the intelligence capacity, and data collection for 
systematic analysis of the phenomenon. The main cause is the absence of a common legal definition 
of “water crimes” and “water security”. A consequence is that – when reported to the police or 
public prosecutor office – water crimes are often recoded under other offences – like fraud, 
corruption, trafficking, falsification of documents, terrorism, with the only significant exception of 
pollution. The absence of a specific legal framework discharges the information about “water” in 
data collection mechanisms, hindering the capacity of a systematic analytical approach. 

To date, there is no idea about the number and the impact of offences against water. 
Another problem is that water may be either the environmental resource damaged by a crime 

(e.g. surface water pollution, or fraudulent water quality reporting); the object of a crime (e.g. water 
theft or corruption on the part of private companies related to the economic control/exploitation of 
water); or the means of the crime (e.g. intentional flooding or the deliberate poisoning of a water 
supply). 

This section describes the research activity attempting to define water crimes and to classify all 
crimes related to freshwater (according to the EU Directive 60/2000). Researchers have applied 
some existing crime classification systems, to understand if they can identify and collect 
information on water crimes and, eventually, to understand how to overcome existing limits. 

Firstly, the UNODC ICC system has been tested. 
Water crimes and water related crimes might fall into the following ICCS Level 1 categories: 
§ 10 (acts against the natural environment) 
§ 1 (acts leading to death or intending to cause death) 
§ 2 (acts leading to harm or intending to cause harm to the person) 
§ 7 (acts involving fraud, deception, or corruption) 
§ 9 (acts against public safety and state security) 
§ 5 (acts against property only) 
 

The main problem of using ICCS approach is that the information about “water” is lost in the 
data collection process, apart from category 10012: “acts that cause the pollution of degradation of 
water”, which includes “Water pollution is the direct or indirect introduction of substances or 
energy into a body of water, water utilities or marine environment (including estuaries), resulting in 
harm to living resources, hazards to human health, hindrances to marine activities including fishing, 
impairment of the quality of sea water and reduction of amenities (UNODC, 2015). 

Information about the type of water (e.g. fresh water, marine water), the service stage involved 
(e.g. impoundment, treatment, abstraction), or the intended use (e.g. agricultural, for human 
consumption, recreational) are not accounted for into the ICCS system, even in the disaggregating 
variables about the event, the victim, the perpetrator or other data description/inclusion, making 
impossible to use ICCS as it is for analysing water crimes. 

The adoption of a universal working definition of “water crime” must include all and only the 
meaningful forms of offences against waterbodies, based on – but not necessarily limited to – the 
descriptions deriving from criminal law of different countries. For this paper, the following working 
definition will be used: 

1. Water: surface and ground freshwater, as defined in the EC Water Framework Directive 
2000/60/EC4 and the Drinking Water Directive 98/83/EC.5 The definition should also include 
water services; 

2. Crime: the criminal acts in national and international laws related to punishable contravention 
or violation of the limits on human behaviour or demands, as defined by national criminal 
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legislation, or “the offences that are included within this range of events, however, are 
established by each country’s legal system and the codification of crimes (criminal code, 
penal code, etc.)”, as defined in the UNODC ICCS.6 The working definition of crime for this 
paper can include also other acts, not included in the national/international legislations, that 
can potentially harm or damage the water. In this case, the acts not specified in any legislation 
require a specific description; 

3. Water Crime can be defined as any punishable contravention or violation of the limits on 
human behaviour as imposed by national criminal legislation, against surface, and ground 
water, or against water services. Water crime definition includes also any intentional act that 
can potentially harm or damage the water; 

4. Water Related Crime can be defined as any punishable contravention or violation of the limits 
on human behaviour as imposed by national criminal legislation, which uses surface, and 
ground water, or water services, as a mean for committing other crimes. 

3.2 Types of water crimes 

Typical water crimes go from the pilfering of water from pipelines, to illegal waste management 
by a factory, up to marine pollution by oil spills (in a very inclusive definition of water crimes). In 
general, water crimes can reduce the freshwater through acts against water quantity, or quality, or 
its accessibility or availability. 

Water theft includes the illegal acquisition of natural water through pumping, impoundment or 
diversion of water from irrigation channels, river systems, dams or ground water courses, damaging 
or removing water meters and physically connecting to water distribution pipes as well as stealing 
aid tanks (The Global Initiative, 2014). More than this, elaborate smuggling of water with complex 
network chains and water mafias has recently emerged: smuggling modes vary and among others 
include the development of illegal pipelines, illegal truck deliveries as well as the co-optation of 
water regulators complicit in licensing fraud and broader government acquiescence to illegal water 
delivery. Illegally sourced and smuggled water is used for personal consumption, agriculture, 
industry, and sometimes for other illegal activities, such as the production of illegal narcotics. 

Other examples of different types of water crimes identified by the EU (2016) include: river and 
marine pollution, manipulation of sampling methods to avoid treatment costs, fraud and illegal 
trafficking of water, terrorism and cyber threats to water management operations, illegal waste 
discharges from factories, and unauthorized consumption from the water network. 

3.3 Water crimes in Europe 

Researchers have collected and analysed several case studies from 4 European Countries 
(Hungary, Italy, Slovenia and Spain) and general information about the other EU Countries. Case 
studies on Water crimes and water related crimes have been divided in evidence based or 
hypothetical, i.e. without evidence, or where the role or harm on water or the malice was uncertain 
or unknown. 

Information from the first group (evidence based) includes information about the offender, the 
type of offence, the motives, the modus operandi, the event disaggregation, spatial information, 
date/duration of the offence, and the consequences of crime. For the second group (emerging or 
uncertain threats), the narrative to present cases was used, with the disclaimer that those cases have 
no evidence (e.g. conspiracy schemes reported by activists). 

The offences and the data collected have been classified in accordance to: legal provision (in a 
strict definition of crime), behaviours against water, as target, mean or “victim” of crime (in a wide 
definition of crime), and the water supply chain, as defined in the EU Water Framework Directive 
2000/60/EC. 

Over 150 cases of water crimes were identified in Hungary, covering the period 2006-2016, 
mostly reported by Main Prosecutor’s Office (142 cases) and the Regional Water Directorates (4 
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cases) through a questionnaire. Most of the cases collected concerned surface water, mostly 
intended for agricultural and recreational purposes. The cases involving groundwater resources have 
affected mainly water for human consumption, and to a lesser extent, industrial and agricultural 
activities. Waste disposal, wastewater discharges and diffuse pollution are the main identified cases 
of offenses. 

Data collection about Italian water crimes and water related crimes was conducted through 
interviews, papers, and reports. A total of 33 case studies has been collected, related to corruption, 
fraud, theft, environmental crimes, and organized crime. 85% of the cases are related to “water 
crimes” while the remaining part (15%) may be considered “water related crimes”. The cases 
related to corruption includes the two different typologies of corruption: “grand” corruption, that 
involves political decision-makers, and “petty” corruption, that occurs at a smaller scale. Many 
cases of environmental crimes relate to cases of pollution. 

Data for the Republic of Slovenia (period 2005-2015) come mainly from Slovenian Police and 
the Inspectorate of the Republic of Slovenia for the Environment and Spatial Planning. A total of 20 
cases show that crimes against water are not very numerous in Slovenia. Contamination of drinking 
water and pollution of rivers, lakes, etc., happens (round) 5 to 10 times a year. The object of the 
crime is most frequently drinking water or free water in nature, such as rivers, ponds, etc. The 
offenses of pollution of free water sources, intensive agriculture, industrial emissions, and 
uncontrolled discharges of wastewater prevail. Surface water (e.g. inland waters, transitional waters, 
and coastal waters) was the one involved in the most cases. Mostly of the cases were against the 
natural environment, mainly against water quality (status). 6 offences were made through water (or 
against water users e.g. for poisoning) and the consequence always leaded to harm (or intending to 
cause harm) to the persons. 

Cases in Spain from 2010 to 2015 have been obtained from judicial cases, collected from judicial 
databases (Westlaw – Aranzadi). Other sources of information have been newspapers and social 
webs for a total of 18 cases. Most of the cases (almost 50%) involved surface water, but in intimate 
connection with ground water: they were cases affecting rivers and lakes, and due to the natural 
permeability of water, also ground water was affected. The majority (39%) of cases affected the 
distribution of surface and ground water. Cases related to water fraud affecting the water policy 
(11%). Other ones affected water storage (17%). The other cases (33%) are cases respectively to 
distribution and storage; to distribution and treatment; to waste – water collection, and bottled 
water. 

The findings of the analysis of case studies here presented are part of the results achieved with 
the Water Crimes Project (www.watercrimes.eu) and reported more detailed in the European Report 
on Water Crimes (2017). 

3.4 Tentative inventory of water threats in Europe 

To create an inventory of water-related crimes in Europe, framing all the crimes phenomena 
against water, the real or potential water crime cases (threats) collected have been framed within 
seven main categories as reported in Table 1. 

 
Table 1. Inventory of Water Threats in Europe 

Corruption Water Corruption, as grand corruption, which involves political decision-makers, exploitation 
of natural resources, international cooperation, and large-scale investments and large 
procurement contracts; and petty corruption, which people can experience daily referred to the 
payment of sums of money to get access to water services or to avoid controls and fines. 
According to the ICCS Classification the corruption is defined as “Unlawful acts as defined in 
the United Nations Convention against Corruption and other national and international legal 
instruments against corruption” (ICCS cod. 0703). 

Organized Crime Water Organized Crime, as the activity of criminal organisations that have taken the control 
over management of the water or water services within a territory. According to the ICCS 
Classification the crime of organized crime is defined as “Participating in the activities of an 
organized criminal group” (ICCS cod. 0905).  
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Pollution Water Pollution, as offences against the natural environmental and, specially, directly against 
water quality. According to the ICCS Classification the environmental crimes are defined as 
“Acts that result in the pollution of the natural environment”. Cod. 10012 includes “Acts that 
result in water pollution or degradation” (ICCS cod. 1001 and cod. 10012).  

Water theft Water Theft, intended as reduction in the water quantity, carried out by consumers of the water 
supply system to provide an economic advantage through a physical alteration of the water 
supply system. According to the ICCS Classification the theft is defined as “Unlawfully taking 
or obtaining of property with the intent to permanently withhold it from a person or 
organization without consent and without the use of force, threat of force or violence, coercion 
or deception” (ICCS cod. 0502). 

Fraud Water Fraud, composed by fiscal artifices aimed to adulterate the water consumption 
registration and to reach an illicit gain. According to the ICCS Classification the fraud is 
defined as “Obtaining money or other benefit, or evading a liability through deceit or 
dishonest” (ICCS cod. 0701). 

Terrorism Water Terrorism, intended like the threat of terrorist attacks the water sectors, against water 
quality (e.g. poisoning) or availability (e.g. attack to critical infrastructures). It might include 
also taking control over water services for illicit financing of terrorist activities. According to 
the ICCS Classification the crime of terrorism is defined as “Participating in the activities of a 
terrorist group or other individual or group acts related to terrorist offences” (ICCS cod. 0906).  

Cyber attacks Water Cyber-attacks can occur with the intrusion in the ICT system, manipulation of 
information or networks, data destruction, etc. of water management companies. It includes 
ransomware and malware attacks. According to the ICCS Classification the cyber-attacks is 
defined as “Unauthorized access to, interception of, interference with, or misuse of computer 
data or computer systems” (ICCS cod. 0903). 

3.5 Case studies in Italy 

This section presents five recent case studies of different types of water crimes in Italy. There is 
no evidence of water terrorism and water cyber attack in Italy in the past 10 years, therefore these 
two types of offences are not represented here. 

Each offence is described by source of information, crime target (water service and intended 
use), information on the offender, the modus operandi, and its consequences. 

 
Water Corruption – Mose 

The MOSE (Modulo Sperimentale Elettromeccanico, Experimental Electromechanical Module) is a 
project designed to safeguard the city of Venice and the Venetian Lagoon from flooding. The project is 
an integrated system consisting of rows of mobile gates installed at the Lido, Malamocco and Chioggia 
inlets that can temporarily isolate the Venetian Lagoon from the Adriatic Sea during high tides. 
Together with other measures such as coastal reinforcement, the raising of quaysides, and the paving 
and improvement of the lagoon, the MOSE is designed to protect Venice and the lagoon from tides of 
up to 3 meters (9.8 ft). The Consorzio Venezia Nuova is the entity responsible for the work together 
with the Ministry of Infrastructure and Transport – Venice Water Authority. The construction began 
simultaneously in 2003 in the three lagoons and by June 2013, more than 85% of the project was 
completed. In 2014, the mayor of Venice and 35 other people were placed under investigation, arrested 
and indicted of corruption over the lagoon barrier project. During his election campaign the mayor 
accepted money proceeding from illegal operations delivered by the Consorzio Venezia Nuova. 
Source of information Journalistic inquiry 

Type of water involved in the 
offence 

Surface water ("means inland waters, except groundwater; 
transitional waters and coastal waters, except in respect of 
chemical status for which it shall also include territorial waters") 

Intended use of water involved None 
Water service stage involved Impoundment 
Definition of crime Water related crime 
Legal basis of the offence Penal/criminal law - National laws 
Type of offence Offences involving fraud, deception, or corruption  
Perpetrator information Enterprise 
Motive of crime Intentional 

Modus operandi 
The corruptive agreement needs of knowledge of the laws and of 
a high capacity to establish agreements among elected officials, 
public employees and private entities. 

Form of event Completed 



20 L. Segato et al. 

Spatial information Urban 

Date/duration of the offence Unknown exactly, but the crime occurred during the planning 
and the execution of the Mose. 

Consequences of crime Harm/damage to the public economy (water fraud) 
 
 

Water Pollution - Lake Pertusillo 
In order to determine hydrocarbon contamination of drinking water in Southern Italian region of 
Basilicata and to identify its source, the Department of Science, University of Basilicata, and the 
Department of Mathematics and Institute for Sustainability, California State University at Northridge 
sampled water and subaqueous surface sediments from Lake Pertusillo, a freshwater, highly dynamic, 
artificial reservoir located entirely within the largest oil field in Italy (Val d'Agri, Basilicata).  
According to the developed analysis the hydrocarbon contamination of the Pertusillo fresh-water 
reservoir could be ascribed to several potential sources. It could be of  
- natural origin, possibly from the Tramutola spring from which a mixture of water, oil and gas 
naturally flows into the environment  
- it could be due to unauthorized domestic and/or agricultural discharges or to surface runoff from 
other contaminants;  
- or finally to oil related activities such as spills during the transport of crude oil, illegal discharges of 
waste, accidents to oil wells and reinjection wells, leaks from pipelines and/or well casings. 
The analysis suggests that it is highly likely that hydrocarbon contamination in the Pertusillo reservoir 
originates from oil extraction and related processing, storage and disposal activities. Several pollution 
episodes support this hypothesis: the occurrence of high concentrations of manganese, benzene, 
toluene and sulphates, as measured by 
ARPAB in June 2011 in ground-waters at the Centro Olio Val D’Agri that flow towards lake 
Pertusillo, the several episodes of crash of trucks that discharged oil on soils or directly in the Agri 
River, as documented by local media, the oil spills at COVA, and the problems of Costa Molina 2D 
reinjection well in the past. 

Source of information 

Report "Hydrocarbon contamination in waters and sediments of 
the Pertusillo freshwater reservoir, Val d’Agri, Southern Italy" - 
Department of Science, University of Basilicata and Department 
of Mathematics and Institute for Sustainability, California State 
University at Northridge, Los Angeles 

Type of water involved in the 
offence 

Surface water (“means inland waters, except groundwater; 
transitional waters and coastal waters, except in respect of 
chemical status for which it shall also include territorial waters") 

Intended use of water involved Direct human Consumption 
Water service stage involved Treatment 
Definition of crime Water crime 
Legal basis of the offence Penal/criminal law 

Type of offence Offences against the natural environment (cat. 10) 
Offences directly against water quality (status) 

Perpetrator information Enterprise 
Motive of crime Illicit gain 

Modus operandi 

Pollution caused by oil related activities such as spills during the 
transport of crude oil, illegal discharges of waste, accidents to 
oil wells and reinjection wells, leaks from pipelines and/or well 
casings. 

Form of event Completed 
Spatial information Natural 
Date/duration of the offence Unknown 

Consequences of crime 

Harm/damage to water (water pollution), Harm/damage to the 
natural environment or animals (water abuse), Harm/damage to 
human beings (water accessibility), Harm/damage to the public 
economy (water fraud) 
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 Water Theft – Sardinia 
In Sardinia water theft is committed in several ways. 
The main behavior is the tampering of the water meter. This illegal procedure is perpetrated with an 
elastic strip or with big pin to adulterate the calculation of water consumption. 

Source of information The research has been developed through the direct contact with 
the public firms of water management. 

Type of water involved in the 
offence 

Water services (all services which provide, for households, 
public institutions or any economic activity: (a) abstraction, 
impoundment, storage, treatment and distribution of surface 
water or groundwater; (b) waste-water collection and treatment 
facilities which subsequently discharge into surface water. 

Intended use of water involved Direct human Consumption 
Water service stage involved Distribution 
Definition of crime Water crime 
Legal basis of the offence Penal/criminal law 

Type of offence Offences against the natural environment (cat. 10) 
Offences against water services (art. 2.38 EU directive) 

Perpetrator information Individual 
Motive of crime Illicit gain 

Modus operandi 
Using elastic strip or a big pin to adulterate the calculation of 
water consumption needs a low level of ability and 
preparedness. 

Form of event Completed 
Spatial information Urban 
Date/duration of the offence Unknown 
Consequences of crime Harm/damage to the public economy (water fraud) 

 
 

Water Organized Crime – Water racket of mafia 
According to the 2015 Report of Direzione Nazionale Antimafia (National Management of contrast of 
mafia), the investigation activities, carried out into the district “Zen” of Palermo (Sicily), underscored 
the existence of a criminal system of control and management on the water supply. The citizens that 
live in the Zen district must pay a bribe to the criminal organisations to safeguard their sustainable 
access to adequate quantities of acceptable quality water for sustaining livelihoods, human well-being, 
and socio-economic development. 
The civil servants discovered this illegal dynamic thanks to the collaboration of two snitches. 
Source of information 2014 Report of Direzione Nazionale Antimafia  

Type of water involved in the 
offence 

Water services’ (all services which provide, for households, 
public institutions or any economic activity: (a) abstraction, 
impoundment, storage, treatment and distribution of surface 
water or groundwater; (b) waste-water collection and treatment 
facilities which subsequently discharge into surface water. 

Intended use of water involved Direct human Consumption 
Water service stage involved Distribution 
Definition of crime Water crime 
Legal basis of the offence Penal/criminal law 
Type of offence Offences involving fraud, deception or corruption (cat.7) 
Perpetrator information Organised crime group (national or transnational) 
Motive of crime Illicit gain 

Modus operandi 
High predisposition to break the law and to use the tools of the 
violence and the intimidation, high level of organisation and 
high ability to control the territory. 

Form of event Completed 
Spatial information Urban 
Date/duration of the offence Unknown 

Consequences of crime 

Harm/damage to water (water pollution), Harm/damage to the 
natural environment or animals (water abuse), Harm/damage to 
human beings (water accessibility), Harm/damage to the public 
economy (water fraud) 
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Water Fraud - Flat rate contract 
In these cases, customers with flat rate contracts with the water service company share their contract 
and their water with other customers.  

Source of information The case has been gathered through the direct contact with the 
private firm of water management. 

Type of water involved in the 
offence 

Water services’ (all services which provide, for households, 
public institutions or any economic activity: (a) abstraction, 
impoundment, storage, treatment and distribution of surface 
water or groundwater; (b) waste-water collection and treatment 
facilities which subsequently discharge into surface water. 

Intended use of water involved Direct human Consumption 
Water service stage involved Distribution 
Definition of crime Water crime 
Legal basis of the offence Penal/criminal law 

Type of offence Offences against the natural environment (cat. 10) 
Offences against water services (art. 2.38 EU directive) 

Perpetrator information Individual 
Motive of crime Illicit gain 

Modus operandi The illicit act needs the knowledge of the different kind of 
contracts regarding water supply. 

Form of event Completed 
Spatial information Urban 
Date/duration of the offence Unknown 
Consequences of crime Harm/damage to the public economy (water fraud) 

4. RISK AND THREATS ON WATER CRIMES 

A correct classification of “water crimes” and “water related crimes” identifies the threats 
against water, but does not forecast the outcome of possible criminal events related to the water 
sector. 

Evidences and results about Water Crimes in Europe must be completed with a Risk and threat 
assessment on water crimes. The adopted risk assessment methodology was an integrated approach 
based on System Thinking Method (STM) and ESIA (Environmental & Socio-Economic Impact 
Assessment) and considers the risk of a determined event, or threat, as a combination of three 
critical parameters: the likelihood (L), the impact severity (I), and the vulnerability (V): 

RI = L x I x V (1) 

The likelihood (L) represents the probability that a threat occurs in a determined place in each 
period; the impact severity (I) is a measure of the amount of environmental, economic, and social 
damage that can arise should the threat take place; the vulnerability (V) is defined as a measure of 
all the features of an asset, territory or infrastructure affected by the threat, able to increase the 
capability of the event to produce a higher impact. 

 Core factors related to likelihood, impact and vulnerability were identified and parametrised, 
leading to a relative comparison between the seven categories of water crimes reported in Table 1. 

Since the water crimes subject was quite unexplored until now, it was chosen to represent the 
final results of the risk assessment process not as a simple final value, but as a cluster of several key 
external factors which can drive the evolution trend of some water crimes. Some examples of these 
factors used are the following: 

§ Drought / Water scarcity: this phenomenon can cause an increase of Water Crimes related to 
Theft and Corruption. 

§ Forest fires: forest fire means less availability of water, due to water requirements for 
firefighters and to pollution of drinkable water sources; like drought and water scarcity, it can 
influence the water theft and water corruption because of the bigger need for water. 
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§ Water privatization: it can influence on water corruption. 
§ Unclear legislation: if the legislation is not clear, it is not properly addressed what to monitor 

by who, the level of fraud, theft, corruption water crimes will increase. 
§ Information diffusion: even in presence of a clear and well-structured regulation framework, 

the lack of information diffusion/raising awareness campaigns can bring less common 
knowledge/sense about what actions are "crimes": this clearly has a negative influence also on 
Water Crimes, increasing their trends. 

§ Poverty: the poverty increases the water theft and water deliberate pollution (less money is 
invested by citizens, farmers or industries for environmental purposes). 

§ Industrialization: industrialization level has clearly an influence on the water deliberate 
pollution. 

§ Water need for industry: this aspect relates to significant money incomes, and can influence 
on water theft, fraud, deliberate pollution, water corruption and water organized crime. 

§ Waste production: it normally increases water deliberate pollution. 
§ Regulation framework incoherency between different Countries in the water sector: as for any 

other crimes, heterogeneity/incoherency of regulations among different Countries increases 
the risk for crimes, in particular in Europe. 

 
In order to quantify the likelihood of a water crime and identifying which water Crime types will 

most affect next future scenarios, the first step done was to track water crimes evolution trends from 
today to the next future (3-5 years). To achieve this objective, a comprehension of the “external 
factors” listed before able to influence their trends was necessary. Combining these indicators with 
a qualitative/quantitative assessment on their level of influence, it was possible to conjecture 
different scenarios and see how water crimes trend will evolve. In other words, it is possible to 
understand the likelihood of different water crimes types in the next future. 

But this was not enough to derive an adequate risk methodology, as a major role is also played 
by the impact severity. For this reason, a series of parameters were identified to qualify and quantify 
the level of impact from the environmental, economic and social point of view, in particular: 

§ environmental impact: flora, fauna, resources (soil, water, etc.), people; 
§ economic impact: cost of water supply service alteration/disruption, cost of drainage, cost of 

damage recovery; 
§ social impact: mistrust of people, crimes imitation, insecurity perception and loss of 

freedom/privacy. 
For what concerns “vulnerability”, on a first approximation analysis, this factor was neglected 

(it was considered as 1 in eqn. 1), as it is less influent than likelihood and impact and it is more 
difficult to be calculated, especially concerning the scarce common knowledge of water crimes 
phenomena. 

A preliminary result of the risk index applied to water crimes using the threat and risk 
assessment here reported is presented in Table 2. 
 

Table 2. Preliminary results of the Risk Index applying TRA methodology 

Water pollution 2.89 
Water corruption 2.81 
Water cyber attacks 2.33 
Water terrorism 2.05 
Water fraud 1.71 
Water organized crime 1.43 
Water theft 1.19 

 
The risk assessment method developed by SITI within the Water Crimes Project is a starting 

point: more research projects followed by methodology application and tailoring phases are needed 
to improve the comprehension and design proper prevention policies of water crimes phenomena. 
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5. CAUSES AND CONSEQUENCES OF WATER CRIMES 

Water security is weakened by gaps and loopholes in different legislations, and exposed to 
criminal activities by individuals, companies, and criminal groups. The “blue gold” (Barlow, 2001) 
has become in time an opportunity and a product for criminals, driven by perceptions of low risk 
and high profit, attracting the greater interest of organized crime groups (OECD, 2012). 

There are many factors that can influence the risk, and the impact of water crimes. For instance: 
urbanization, population growth, environmental degradation, water pollution, climate change and 
increased living standards. As surface water depletes, there is increased pressure for ground water 
usage, which is more difficult to regulate for use, abuse, and theft (Felbab-Brown, 2015). Four main 
risk factors are the water price, the certainty of water availability, the demand of water, and the 
investments in the water sector. 

The cumulative impact of water crimes has the potential to jeopardize the sustainability of water 
resources. For example, over-extraction of coastal groundwater can have detrimental effects for 
terrestrial, freshwater and coastal marine ecosystems that rely on water flows through creeks and 
rivers (Poff and Zimmerman, 2010; Vörösmarty et al., 2010). 

Water contamination can be associated with depletion of underground and surface water sources, 
degradation of soil, contamination of surface and ground water through fertilizer / chemical or 
effluent run off from farm land, destruction of wildlife habitat, and reduction of biodiversity. 

Recent weather events all around the planet have given rise to enhanced concerns about the 
impact and consequences of toxic chemicals and hazardous waste materials being swept up in flood 
waters and polluting freshwater systems. The storage of legacy mining waste, stockpiling of tires, 
repositories for chemical wastes and so on are indirectly implicated in water-related crime insofar as 
how this occurs may violate relevant regulatory regimes and thus contribute to greater harm than 
might normally be expected. 

5.1 Mid-term outlook of water crimes 
The last step of the analysis of water crimes focus on the possible evolution of these offences 

(scenarios), with an approach already developed (EUROPOL, 2010), Scenarios are descriptions of 
possible worlds, which facilitate reflection on the future. Different scenarios highlight risks and 
opportunities, which enable organisations, including law enforcement agencies, to prepare 
appropriate responses in the event of identified phenomena becoming a reality.† 

The scenarios have been drawn according to the evolution of four main drivers in the water 
sector: water price; certainty of water supply; water demand; investments in the water sector. 
 
SCENARIO #1 (MOST LIKELY) 

CRITICAL UNCERTAINTIES IN WATER SECTOR TREND 
PRICE of water will increase 
Certainty of water SUPPLY will decrease 
Water DEMAND will increase a little 
Value of the INVESTMENTS in the water sector will increase 
KEY CHARACTERISTICS 
Water demand from consumers rises without any certainty of water supply. As demand grows, service companies 
invest more money in this sector: prices grow too. The final consumer, which requires a greater amount of water, 
suffers an increase of the prices without the simultaneous improvement of the service. This situation might create 
social tensions. 
CRIMES CHARACTERISTICS 
The increase of the water prices, without a parallel increase in the service certainty, rises the risk that consumers may 
find alternative and illicit means to obtain water. In fact, it may increase the risk of water theft (f.i. altering counters 

                                                
 
† Organised crime & energy supply, p. 3 – EUROPOL (2010) 
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measurement) and the risk of criminal activities, or organized crimes. Might develop a system for unlawfully 
supplying and selling water. Price increases may encourage consumers to devise more direct tax artifacts than to have 
more quantity of water available, reducing the amount of the tariff. Greater investments in the water sector can attract 
the attention of illicit economic interests and the spread of corrupted agreements aimed at a clear splitting up of large 
resources. In addition, increased investments can lead to increased digitization of the water management system and 
tools related to it. This, on the one hand, can bring the system more efficient, but, on the other hand, may increase its 
vulnerability to computer attacks. 

 
SCENARIO #2 

CRITICAL UNCERTAINTIES IN WATER SECTOR TREND 
PRICE of water will increase a little 
Certainty of water SUPPLY will stay the same 
Water DEMAND will increase 
Value of the INVESTMENTS will stay the same 
KEY CHARACTERISTICS 
In this scenario, where the value of the investments and the certainty of water supply will stay the same, the demand 
grows significantly while the prices increase lightly. This scenario respond follows exactly mark rules, for which the 
increase in demand is followed by an increase in prices. Nevertheless, despite increasing demand and prices (at a 
different level), the value of the investments remains the same. This condition, where there is not an increase in the 
value of investments aimed at improving and adapting service to demand growth, even if prices are higher, will create 
a stressful situation for sure. 
CRIMES CHARACTERISTICS 
The rise in prices and demand for water, without a corresponding increase in the value of the investments and in the 
certainty of water supply, may increase the risk of several water threats. 
 
SCENARIO #3 (LESS LIKELY) 

CRITICAL UNCERTAINTIES IN WATER SECTOR TREND 
PRICE of water will stay the same 
Certainty of water SUPPLY will increase a little 
Water DEMAND will stay the same 
Value of the INVESTMENTS will decrease 
KEY CHARACTERISTICS 
A scenario where price and water demand stay the same, while the certainty of water supply will increase a little, a 
result of a reduction in investment, is the less likely. Such a scenario may arise because of a good long-term 
administration of the supply system that will allow increasing consumers’ perceived security while maintaining 
unchanged prices and even reducing investments. 
CRIMES CHARACTERISTICS 
In this scenario, the possibility of corruption may decrease because of the efficiency of administration and of the 
reduction of invested capital. 

6. CONCLUSIONS 

Water is one of the most basic human needs and is indispensable to almost all economic 
activities, including agriculture, energy production, industry, and mining (World Bank, 2013). 
Nowadays, water is under unprecedented pressure as growing populations and competing economic 
sectors demand more of it leaving insufficient water to meet human needs, as well as sustaining the 
environmental flows that keep our ecosystems healthy. Crime is emerging as one of the future 
threats to freshwater availability. 

Groundwater reserves are depleting in many places, leaving current and future generations with 
close to no buffer against increased climate variability, and, without effective regulation and 
suppression of water crimes, the sustainability, long-term viability, and inclusive and equitable use 
of water cannot easily be achieved (Felbab-Brown, 2015). To date, awareness, intelligence and 
studies on water security appear more focused on critical infrastructures, and more developed in 
other part of the world than in Europe, where this type of environmental crimes has never been 
systematically analysed. Water demand (and price) is expected to increase by 55% worldwide 
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between 2000 and 2050, bringing water very attractive for criminals and criminal organizations. In 
fighting environmental crimes, a strong regulatory regime and effective prevention mechanisms, 
including anti-corruption measures, may be just as important as criminal law tools. Environmental 
crime is a haven for corruption at all levels and unless corrupt officials are tackled efforts to combat 
environmental crime will be impeded - a fact that should be acknowledged within cross-cutting 
resolutions on environmental crime within the United Nations and within the UN Convention 
against Corruption (EIA, 2008), and this is particularly true for crimes against water. 

International criminal law conventions (or a single convention) could be conceived to have 
comparable obligations of criminalization and an extension of criminal jurisdictions ensuring that 
no safe havens remain for the offenders. 

Based on this background, the research project “Water Crimes” has developed a tentative 
definition of water crimes and water related crimes, is building the first Inventory of water crimes, 
based on several case studies. 
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